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Key Takeaways
Perimeter-Based Network Security Models Fail 
To Protect Against Today’s Threats
The trust model is broken; there are four critical 
pitfalls with today’s approach to network security: 
It’s impossible to identify trusted interfaces, the 
mantra “trust but verify” is inadequate, malicious 
insiders are often in positions of trust, and trust 
doesn’t apply to packets.

Eliminate Chewy Centers With The Zero Trust 
Model
In Zero Trust, all network traffic is untrusted. 
This means that security professionals must 
ensure that all resources are accessed securely 
regardless of location, adopt a least privilege 
strategy and strictly enforce access control, and 
inspect and log all traffic.

Zero Trust Is Not A One-Time Project
Zero Trust is not a project but a new way of 
thinking about information security. By adopting 
the concepts of Zero Trust and the architectural 
components, organizations can become more 
secure in a way that eases compliance burdens 
and ultimately reduces costs.

Why Read This Report
There’s an old saying in information security: “We 
want our network to be like an M&M, with a hard 
crunchy outside and a soft chewy center.” For 
today’s digital business, this perimeter-based 
security model is ineffective against malicious 
insiders and targeted attacks. Security and 
risk (S&R) pros must eliminate the soft chewy 
center and make security ubiquitous throughout 
the digital business ecosystem — not just at 
the perimeter. In 2009, we developed a new 
information security model, called the Zero Trust 
Model, which has gained widespread acceptance 
and adoption. This report explains the vision and 
key concepts of the model.

This is an update of a previously published report; 
Forrester reviews and updates it periodically for 
continued relevance and accuracy.
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Wake Up: You Must Adapt To Sophisticated And Cunning Adversaries

On July 9, 2010, 10 seemingly ordinary people boarded a plane at New York’s LaGuardia Airport 
bound for Vienna.1 They weren’t tourists heading for the historic old city. They were, in fact, confessed 
Russian spies expelled from the US for espionage. Unlike James Bond or Jason Bourne, these 
individuals were not obvious spies — in fact, they were, by my most accounts, extraordinarily ordinary. 
They were travel agents, consultants, newspaper columnists, and real estate brokers.2 One spy even 
tested software for Microsoft.3 They were so ordinary that one neighbor commented, “They couldn’t 
have been spies. Look what she did with the hydrangeas.”4 There are some important lessons that 
security professionals can learn from this case:

›› Hackers, like spies, take extraordinary steps to hide their activities. They may have looked like 
ordinary middle-class individuals, but they really worked for the Russian Foreign Intelligence Service 
known as the SVR.5 According to the US Justice Department, the spies were in the US on long-
term, deep-cover assignments, and they worked to hide all connections between themselves and 
the SVR. Similarly, today’s hackers go to extreme measures to avoid detection and suspicion. And 
they’re patient: Their security breaches are no longer audacious but “low and slow,” meaning they 
collect valuable information from the network over long periods — weeks, months, or even years.

›› Example. In September 2014, Home Depot confirmed that it was investigating a massive customer 
data breach after the influential security blog Krebs on Security reported that large batches of 
customers’ credit cards had appeared for sale on Internet black markets. Not only did the popular 
retailer have no idea a breach had occurred until a third party clued it in, the breach had occurred 
months before.6 According to Mandiant’s M-Trends 2015 report, the average time to detect a 
breach is 205 days.7

›› Hackers, like spies, target specific organizations and individuals. Press reports indicate that 
the spies were working to gain access to individuals in influential positions in the US government, 
including a former legislative counsel for the US Congress and a former high-ranking US 
government official in national security.8 One of the agents even applied for work at prominent 
Washington, D.C., think tanks.9 The agents had a clear mission: to search for and develop ties in 
policymaking circles in the US and to send intelligence reports home.10 Similarly, security attacks 
are no longer indiscriminate. Hackers often target specific companies and organizations and even 
target the systems with the information they want — systems that contain personal and financial 
information or intellectual property.

›› Example. From September 2014 through October 2015, the five largest breaches (based on 
the number of breached customer records) accounted for 77% of all breached records. This 
concentration demonstrates the targeted nature of today’s cyberattacks.11 Hackers carefully pick 
their victim organization to test for weaknesses and vulnerabilities. For example, between February 
and May 2015, hackers used in-depth knowledge of the multistep verification process of the IRS’s 
Get Transcript app to gain access to the tax returns of approximately 104,000 individuals — and 
file $50 million in fraudulent tax returns.12
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Wolves In Sheep’s Clothing: S&R Pros Are Unprepared For Insider Attacks

Even as external threats continuously multiply and knock at our gates, some adversaries are already 
inside. Two of the most high-profile trust breaches in recent times — Chelsea (formerly Bradley) 
Manning/WikiLeaks and Edward Snowden/NSA — had international resonance and consequences.13 
The insider threat is not a new phenomenon, but these high-profile breaches have put a spotlight 
on the holes in our perimeter-based defenses. As enterprises transform themselves for digital 
businesses, S&R pros must understand the looming insider threat and tackle the data security 
challenge head on (see Figure 1).14 How serious is the threat? Well, according to Forrester’s Global 
Business Technographics® Security Survey, 2015, 52% of network security decision-makers who 
had experienced a breach reported that it was a result of an internal incident, whether it was within 
the organization or the organization of a business partner or third-party supplier.15 Insiders have much 
easier access to critical systems and can often go about their malicious activities without raising any 
red flags. The main perpetrators are:

›› Financially incentivized cybercriminals. Selling personally identifiable information (PII) and 
intellectual property (IP) is a thriving and lucrative market in the criminal underground.16 In the past, 
organized-crime syndicates have enticed insiders to steal valuable customer PII that they could 
resell in the criminal underground.17 There are other ways that malicious insiders can collude with 
external actors to monetize stolen data. In April 2015, the FCC announced that it had reached a 
$25 million settlement with AT&T to resolve charges stemming from the privacy breach of 280,000 
US customers. In the breach, AT&T call center employees accessed and sold customer information 
to a third party as part of a scheme to unlock stolen or secondhand mobile phones for resale.18

›› Disgruntled employees. Suffering a job loss is hard, and some will seek revenge. Matthew Keys 
was indicted in 2013 for allegedly providing credentials to the hacktivist group Anonymous after 
he was fired from Tribune Media. The group used his credentials to deface the Los Angeles Times’ 
website.19 In 2015, a former employee of Children’s Medical Clinics of East Texas copied and shared 
the personal health information (PHI) of 16,000 with a third party. According to the health provider’s 
investigation into the breach, the employee had “a retaliatory agenda against the clinic.”20

›› Third parties. Using legitimate access granted to them, third parties can maneuver into systems 
undetected and without setting off any alarms. As a US National Security Agency contractor, 
Edward Snowden leaked thousands of classified material from NSA databases using widely 
available web-crawling software.21 Also, cybercriminals can use third parties as a stepping 
stone into a targeted company. In the 2013 Target breach, attackers gained access to Target’s 
network using stolen credentials from an HVAC company that had worked at Target and other 
retail locations.22 In 2015, CVS may have experienced a breach of its photo site. An investigation 
revealed that it was the firm’s partner for credit card transaction processing to the site, PNI Digital 
Media, which suffered the breach.23
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›› Employee misuse. Data breaches are also the result of negligence and/or ignorance of the 
organization’s security policies and regulations. Forrester’s Global Business Technographics 
Security Survey, 2015 shows that 52% of insider breaches were either accidental or the result of 
inadvertent misuse.24 In 2014, an employee at Rady Children’s Hospital in San Diego accidentally 
sent out the PHI of 14,100 patients to potential job applicants.25 Social media is another vector 
for accidental disclosure of sensitive data or of information that reflects poorly on the company — 
especially if the firm lacks clear policies, guidance, and education for employees.26 Even employees 
that should know better can make mistakes. In November 2014, the CFO of Twitter accidentally 
tweeted about a potential M&A deal.27

FIGURE 1 The Most Common Breach Vector Is From The Inside

“What were the most common ways in which the breach(es) occurred in the past 12 months?”

Base: 565 global network security decision-makers whose �rms
have had a security breach in the past 12 months

Source: Forrester’s Global Business Technographics® Security Survey, 2015

Don’t know 9%

Other 2%

Internal incident within a business partner/
third-party supplier’s organization

19%

Lost/stolen asset 23%

External attack targeting a business
partner/third-party supplier

28%

External attack targeting our organization 30%

Internal incident within our organization 39%

S&R Pros Must Recognize The Pitfalls Of A Broken Trust Model

In light of insider incidents and insider-enabled incidents, clearly something is fundamentally broken 
in the world of information security. Even though we have a plethora of controls (22 main controls 
in network threat mitigation alone), attackers continually develop new attacks that our expensive 
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security controls can’t stop. Forrester research shows that a new threat landscape has emerged in 
which organized crime, nation-states, and hacktivists are creating more significant, targeted attacks.28 
Unfortunately, there are four critical pitfalls with today’s approach to network and information security.

Pitfall No. 1: It’s Impossible To Identify Trusted Interfaces

Almost every security device, such as a firewall, comes with at least one port labeled “untrusted” 
and another labeled “trusted” (see Figure 2). The assumption that security professionals can easily 
identify which network interfaces they can trust is a part of the very design of the security device. 
However, as history illustrates, automatically assuming that you can trust anyone or any device inside 
your organization’s network perimeter is a mistake. In today’s threat environment, do you connect 
the Internet into the untrusted port or the trusted port? Do you connect the internal network into the 
untrusted port or the trusted port?

FIGURE 2 Trusted And Untrusted Interface Ports On Today’s Security Appliances

Untrusted Trusted

Pitfall No. 2: The Mantra ‘Trust But Verify’ Is A Joke — Literally

Many security professionals have adopted the mantra “trust but verify.” However, Forrester has found 
that most security professionals trust a lot but verify very little. By default, we trust people, but it’s 
hard to perform the verification, so we don’t do it. In addition, there’s a fundamental misunderstanding 
of the meaning of the phrase. “Trust but verify” comes to our vocabulary from a speech given by 
President Ronald Reagan to commemorate the signing of a historic nuclear weapons treaty between 
the United States and the Soviet Union. By reading the transcript of the speech, we can gain a correct 
understanding of what it meant and how our industry has misunderstood the context:

“The President (Ronald Reagan): But the importance of this treaty transcends numbers. We have 
listened to the wisdom in an old Russian maxim. And I’m sure you’re familiar with it, Mr. General 
Secretary, though my pronunciation may give you difficulty. The maxim is: Dovorey no provorey — 
trust, but verify.
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The General Secretary (Mikhail Gorbachev): You repeat that at every meeting. [Laughter]

The President: I like it. [Laughter]”29

Note that both world leaders laugh as Reagan recites the old Russian proverb. The success of the 
treaty was not built on trust at all, but on verification. Reagan and Gorbachev clearly understood that 
each nation would watch the other very closely. There was no trust. In the security world, we have 
adopted the reverse as our actual security practice — we trust by default and never verify.

Pitfall No. 3: Malicious Insiders Are Often In Positions Of Trust

According to our surveys, 48% of network security decision-makers whose firm had a security breach 
due to internal incidents in the past 12 months said the breach occurred, at least partially, because of 
abuse or malicious intent.30 Security teams treat employees as trusted users by default and without 
ongoing verification. Unfortunately, malicious insiders can take advantage of this flawed “trust but 
verify” approach to security. As a result, breaches where a person — a trusted user — has committed a 
crime or insidious act deliberately have become all too common. Malicious insiders can:

›› Embezzle funds and commit identity theft. In 2009, the US Justice Department sentenced 
Cynthia Whitehead, a branch manager for Randstad North America, an international staffing firm, 
to more than five years in federal prison on charges of wire fraud and related identity theft. We 
highlight this case from 2009 because it is a classic example of how a malicious insider can exploit 
a strong position of trust for her own financial benefit and get away with it for years because no one 
was verifying her activities. Acting US Attorney Sally Quillian Yates identified trust as one of the root 
causes of this crime. According to the Justice Department:

“Because of the position of trust Whitehead held with the company, she had access to corporate 
records, including personal identifiers of former employees and the mechanism for paying wages. 
Whitehead reactivated the employment status of more than a dozen former employees in the 
company’s data system, made entries which falsely showed that these former employees were 
currently working for Randstad clients, arranged for the payment of their wages, and accessed the 
company’s payroll accounts to collect those wages for herself. Over a three-year period, Whitehead 
embezzled approximately $300,000.”31

›› Steal and disseminate sensitive intellectual property. Since 2009, the number of breach cases 
involving the activities of so-called “trusted” insiders have continued to pile up. In 2010, Chelsea 
Manning, a 22-year-old US Army intelligence analyst stationed in Iraq, used her nearly unrestricted 
access to the United States Department of Defense Network to download thousands of sensitive 
military and Department of State documents.32 Edward Snowden has been leaking sensitive NSA 
data to the public since 2013.

›› Compromise the privacy of sensitive customer records. In January 2014, authorities revealed 
that a security breach had affected the personal information of 40% of the South Korean 
population, the result of a trusted IT contractor who was able to download millions of customer 
records to removable media over the course of a year and a half.33
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Pitfall No. 4: Trust Doesn’t Apply To Packets

If we can’t always trust the people we have hired or contracted, why would we ever trust data flowing 
across our network? If you look at a network — packets moving from point A to point B — why are we 
even talking about trust? Trust is not an idea that we should anthropomorphize for computing. When 
we do, it reveals several problems:

›› It’s impossible to know with absolute certainty who is on our networks. There is a flawed 
assumption that we know who is originating the traffic on our networks. We call this identity. In 
computer systems, identity is ultimately unknowable — meaning, you can’t be 100% confident about 
the identity of the users or device. Technology management professionals assert identities based on 
IP addresses, MAC addresses, and how someone logged into the domain. However, attackers can 
easily discover IP and MAC addresses, and they can easily hack or guess a user’s password.

›› Network identity is limited to the information that one can derive from packets. Identity at 
the network level is merely an assertion of certain attributes that may be true or false, forged or 
real. But all we can truly know about network traffic is what is contained in packets, and packets 
can’t tell us about the veracity of the asserted identity, let alone the intentions or incentives of the 
entity generating the packets. Therefore, packets can’t trust and we can’t trust packets. This is the 
ontological problem that information security professionals must confront.

No More Chewy Centers: Understanding The Zero Trust Model

If the current trust model is broken, how do we fix it? It requires a new way of thinking. The way we fix 
the old trust model is to look for a new trust model. Forrester calls this new model “Zero Trust.” The 
Zero Trust Model is simple: Security professionals must stop trusting packets as if they were people. 
Instead, they must eliminate the idea of a trusted network (usually the internal network) and an untrusted 
network (external networks). In Zero Trust, all network traffic is untrusted (see Figure 3). Thus, security 
professionals: 1) must verify and secure all resources; 2) limit and strictly enforce access control; and 3) 
inspect and log all network traffic. These are three fundamental concepts of our Zero Trust Model.

FIGURE 3 In Zero Trust, All Interfaces Are Untrusted

Untrusted Untrusted
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Concept No. 1: Ensure All Resources Are Accessed Securely Regardless Of Location

When you eliminate the concept of trust from the network, it becomes natural to ensure that all 
resources are securely accessed — no matter who creates the traffic or from where it originates. In the 
Zero Trust Model, security professionals must:

›› Assume that all traffic is threat traffic until determined otherwise . . . You must make this 
assumption until you can verify that the traffic is authorized, inspected, and secured. In real-world 
situations, this will often necessitate using encrypted tunnels for accessing data on both internal 
and external networks. Cybercriminals can easily sniff unencrypted data; thus, Zero Trust demands 
that security professionals protect internal data from insider abuse in the same manner as they 
protect external data on the public Internet.34

›› . . . regardless of location or hosting model. This is especially important as we move to a 
cloud-enabled technology environment where much of the data sits outside of our traditional 
data centers. Also, Zero Trust is helpful in enforcing data-residency issues related to the new data 
privacy regulations emerging around the globe. Zero Trust networks are data-centric and have 
powerful embedded data control mechanisms.35

Concept No. 2: Adopt A Least Privilege Strategy And Strictly Enforce Access Control

The next concept in Zero Trust is access control. When we properly implement and enforce access 
control, by default we help eliminate the human temptation to access restricted resources. For 
example, in 2013, prestigious Los Angeles hospital Cedars-Sinai fired six employees after they 
accessed the PHI of 14 patients, which included one high-profile celebrity.36 Not only can strict access 
control help protect against malicious attacks, but it will keep embarrassing and possibly even life-
threatening incidents from happening. S&R pros must:

›› Provide role-based access controls for all employees. Today, role-based access control (RBAC) 
is a standard technology supported by network access control and infrastructure software, identity 
and access management systems, and many applications. With RBAC, security professionals 
place users into a role and based upon that role they are allowed access to certain specific 
resources. Zero Trust does not explicitly define RBAC as the preferred access control methodology. 
Other technologies and methodologies will evolve over time. What’s important is the concept of 
minimal privileges and strict access control.37 It’s also important that the security pros have an 
appropriate identity and access governance strategy in place to periodically review and recertify 
employees’ access rights.

›› Implement privileged identity management (PIM) for access to sensitive systems. Employees 
that have administrative access to sensitive applications and systems can wreak havoc for a firm 
if they have malicious intent. They can delete sensitive data or even entire systems and they can 
download sensitive data. They are also often the target of hackers hoping to compromise their 
credentials for their own ends. PIM solutions allow security pros to closely monitor the activities of 
these users and require them to check out passwords to gain access to sensitive systems.38
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Concept No. 3: Inspect And Log All Traffic

In Zero Trust, someone will assert their identity and then we will allow them access to a particular 
resource based upon that assertion. We will restrict users only to the resources they need to perform 
their job. But Zero Trust does not stop there; it requires S&R pros to:

›› Continuously inspect user traffic for signs of suspicious activity. Instead of trusting users to 
do the right thing, we verify that they are doing the right thing. To do this we simply flip the mantra 
“trust but verify” into “verify and never trust.” By continuously inspecting network traffic, security 
pros can identify anomalous user behavior or suspicious user activity (e.g., a user performing large 
downloads or frequently accessing systems or records he normally doesn’t need to for his day-to-
day responsibilities).

›› Continuously log and analyze all network traffic. Zero Trust advocates two methods of gaining 
network traffic visibility: inspection and logging. Many security professionals do log internal network 
traffic, but that approach is passive and doesn’t provide the real-time protection capabilities 
necessary in this new threat environment. Zero Trust promotes the idea that you must inspect traffic 
as well as log it. Based on our experiences and evidenced by such data breaches as Heartland 
Payment Systems, the US Military Central Command attack, and even the 2013 Target attack, 
Forrester believes that there is very little inspection of internal network traffic.39 Zero Trust network 
topology makes it easier to send traffic and logs to security analytics tools for deeper analysis.40

Zero Trust Requires Network Analysis And Visibility

In Zero Trust, we inspect and log all traffic internally as well as externally, regardless of location or 
hosting model. We’ve been so worried about the perimeter, we’ve forgotten about the malicious user 
on our internal network. In today’s network, companies have focused their controls on the perimeter, 
and now is the time to add controls on the internal network as well as the external network. Once there 
are appropriate controls deployed throughout the entire network, security professionals must then log 
that data so we see all the traffic that is traversing our network.

Deploy NAV As Part Of Your Security Analytics System

To do this Forrester recommends deploying network analysis and visibility (NAV) tools in conjunction 
with your security analytics platform.41 For many security teams, their traditional security information 
management (SIM) system is their security analytics platform. NAV includes network discovery tools, 
tools that analyze flow data, tools that dissect packet captures, tools that look at network metadata, 
and tools used for network forensic examination.42 This insight will not only help you identify suspicious 
traffic, it will also help you understand how sensitive data flows through the enterprise — one of the 
requirements of Forrester’s Data Security And Control Framework.43 The purpose of NAV solutions is 
twofold; it:
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›› Gives security professionals insight into the network. One purpose of NAV is to give security 
professionals insight into what is actually going on in their network and verify access and behavior 
on the network. There is an assumption that we need to monitor all applications individually 
in order to know who is accessing each application and what actions users have taken on the 
application. However, implementing various controls and agents on each application in a large 
organization is not scalable. Luckily, in order for an application to work, traffic must traverse the 
network. It is much easier and more efficient to reconstruct and review what is happening on 
the application level by analyzing network traffic than it is to try and monitor hundreds or even 
thousands of individual applications.

›› Sends a message to potential malicious insiders. Once you deploy NAV, tell people that you’re 
going to be watching what they do. This will change behaviors. If individuals know that security 
is monitoring their actions, they will be less tempted to take questionable actions. If hospital 
employees know that the security team is monitoring and logging all user activity, they will be far 
less tempted to access the medical records of celebrity patients.

›› Will integrate with your security analytics platform to provide better breach detection. 
Forrester defines security analytics (SA) as the convergence of the correlation and reporting 
capabilities of SIM together with information feeds from a variety of security solutions including 
NAV, user behavior analytics (UBA), data loss prevention (DLP), etc. In the future, as SA platforms 
continue to mature and increase in functionality, they may supplant standalone NAV solutions. 
The ability to correlate suspicious traffic together with behavioral anomalies will help security pros 
identify the tell-tale signs of an in-progress breach.

Zero Trust Enables Digital Business

Most enterprises, from online retailers to hospitals to government agencies, rarely work in isolation 
and can rarely confine their processes, applications, and data within the traditional perimeter of the 
organization. The perimeter no longer exists. They must work in a complex ecosystem of powerful 
customers increasingly concerned about their privacy, digitally native employees, and potentially 
hundreds of demanding partners and suppliers — all perpetually connected by new systems of 
engagement and cloud services. Zero Trust allows security pros to:

›› Embrace deperimeterization. The task for security is not to fight deperimitization but to establish 
oversight, mitigate risks, and consequently provide consistent, long-term support for today’s digital 
business. Zero Trust is a data- and identity-centric model. In it, we recommend that you segment 
your networks into microperimeters where you can granularly restrict access, apply additional 
security controls, and closely monitor network traffic based on the sensitivity of the systems and 
data within the microperimeter. With this approach, an initial breach of the perimeter doesn’t give 
hackers free reign across the entire environment.



FOR SECURITY & RISK PROFESSIONALS

No More Chewy Centers: The Zero Trust Model Of Information Security
March 23, 2016

© 2016 Forrester Research, Inc. Unauthorized copying or distributing is a violation of copyright law.  
Citations@forrester.com or +1 866-367-7378

11

Vision: The Security Architecture And Operations Playbook

›› Support new business demands. Zero Trust also gives security pros the flexibility to support new 
business demands such as providing partner access to certain systems, adopting cloud services 
to accelerate development, or streamlining customer-facing services. When WestJet wanted to 
integrate its rewards program, vacations program, advertising mail, and the rest of its guest services 
into one service, the complexity of managing a huge number of firewall rules and traffic routes in the 
current network was overwhelming. Therefore, WestJet worked closely with application owners to 
define and segment the network into microperimeters.44 It not only solved the current challenge but 
now technology management and security teams can easily meet future requests.

›› Adapt to future digital disruption. Organizations are already using Zero Trust networks to address 
the challenges of the future. Zero Trust is especially useful in protecting the Internet of Things. 
For example, an APAC utility is using Zero Trust networking to build microperimeters around 
smart meters. Manufacturers are using Zero Trust networks to protect computers that control 
manufacturing lines. These systems may be significantly outdated and unfortunately, security 
teams can’t update them because of the specialized nature of the systems they control. Zero Trust 
builds secure microperimeters around these older systems and segments them away from the 
organization’s highly sensitive data, thereby reducing the chances that one of these systems might 
be a vector for a larger data breach.

Recommendations

Zero Trust Is Not A One-Time Project

We designed Zero Trust to provide a new conceptual model for information security that includes 
modern threats and anticipates the need for changes in the future. We designed it to be incremental 
and nondogmatic. Its purpose is to help create a new dialogue and reframe the challenges regarding 
the future of information security that can lead to actionable and effective solutions. But to do this we 
must first attack the fundamental flaw in information security — trust. Thus, Zero Trust is not a project 
but a new way of thinking about information security. By adopting the concepts of Zero Trust and the 
architectural components, we believe that S&R professionals can make their organizations more secure 
in an efficient way that not only eases compliance burdens and ultimately reduces costs, but also helps 
the business build trusted relationships with its customers and allows it to pursue new business and 
technology opportunities in a more secure manner. As you embark on the Zero Trust journey, there are 
two steps that you can take now, both of which are free:

›› Step 1: Change how you and the entire organization think about trust. This involves changing 
your thinking about trust models and becoming aware of the misuse of the word “trust” in relation 
to networking and security. Once attuned to how inappropriate trust is in the infosec realm, you can 
share the Zero Trust concept throughout the organization. The basic idea is simple and resonates 
with both infrastructure and operations and security and risk professionals. Use Zero Trust to begin 
dialogues among teams about the core concepts, but to make it a reality requires a cross-functional 
team that consists of architects and technicians from the network, security, and application teams.



FOR SECURITY & RISK PROFESSIONALS

No More Chewy Centers: The Zero Trust Model Of Information Security
March 23, 2016

© 2016 Forrester Research, Inc. Unauthorized copying or distributing is a violation of copyright law.  
Citations@forrester.com or +1 866-367-7378

12

Vision: The Security Architecture And Operations Playbook

›› Step 2: Integrate Zero Trust into future planning. Forrester’s clients are looking at issues such 
as network segmentation, cloud security, and compliance, which can all benefit from the ideas 
implicit in Zero Trust. Budgets intended for traditional security upgrades may well be more attractive 
and effective if done within the concept of Zero Trust. The network is at an inflection point, where 
compliance pressures and new technologies are creating a need to rethink current network and 
security deployments. Your cross-functional team needs to develop a Zero Trust strategy, road map, 
and technical details that you can present to the office of the CIO for final validation and funding.

Engage With An Analyst

Gain greater confidence in your decisions by working with Forrester thought leaders to apply our 
research to your specific business and technology initiatives.

Analyst Inquiry

Ask a question related to our research; a 
Forrester analyst will help you put it into 
practice and take the next step. Schedule 
a 30-minute phone session with the analyst 
or opt for a response via email.

Learn more about inquiry, including tips for 
getting the most out of your discussion.

Analyst Advisory

Put research into practice with in-depth 
analysis of your specific business and 
technology challenges. Engagements 
include custom advisory calls, strategy 
days, workshops, speeches, and webinars.

Learn about interactive advisory sessions 
and how we can support your initiatives.

Supplemental Material

Survey Methodology

Forrester conducted Forrester’s Global Business Technographics® Security Survey, 2015, a mixed-
methodology (phone and online) survey fielded in April and May 2014 of 3,305 business and 
technology decision-makers located in Australia, Brazil, Canada, China, France, Germany, India, New 
Zealand, the UK, and the US from companies with two or more employees.

Each calendar year, Forrester’s Business Technographics fields business-to-business technology 
studies in 10 countries spanning North America, Latin America, Europe, and Asia Pacific. For quality 
control, we carefully screen respondents according to job title and function. Forrester’s Business 

http://forr.com/1einFan
http://www.forrester.com/Analyst-Advisory/-/E-MPL172
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Technographics ensures that the final survey population contains only those with significant 
involvement in the planning, funding, and purchasing of business and technology products and 
services. Additionally, we set quotas for company size (number of employees) and industry as a means 
of controlling the data distribution and establishing alignment with IT spend calculated by Forrester 
analysts. Business Technographics uses only superior data sources and advanced data-cleaning 
techniques to ensure the highest data quality.

We have illustrated only a portion of survey results in this document. To inquire about receiving full data 
results for an additional fee, please contact data@forrester.com or your Forrester account manager.
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